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Abstract 

Bot malware and botnet are two widely understood concepts in the cyber security 

literature. Specifically, a botnet is a geographically dispersed network of infected bots (such as 

any computing device, including an Internet of Things (IoT) device such as a smart TV, that is 

compromised by bot malware), which is remotely controlled by a bot. The master is controlled. 

Such botnets are commonly used to carry out a wide range of malicious cyber activities, from 

sending spam to launching distributed denial of service (DDoS) attacks to spreading malicious 

programs (malware) to distributing illegal material (such as child abuse material). In this 

research, botnet detection systems were investigated and methods to optimize and increase their 

efficiency in order to identify botnets developed. The chosen method for this work is the 

combination of independent component analysis and the decision tree algorithm and the single 

decision tree 15 method, which we discussed with the classification of the data used, i.e., 

UNSW-NB features, and the 40 dataset contains 15 The chosen method for this work is the 

combination of independent component analysis and decision tree algorithm and single decision 

tree 15method, which we discussed with the classification of the data used i.e. UNSW-NB 

features and the 40 dataset contains 15  Since the UNSW. NB2018and CiCIDS features, we 

investigated the use of the two approaches in 78 datasets has 2018CiCIDS terms of accuracy, 

correctness and error criteria. The accuracy obtained for botnet detection according to the 

approach of combining independent component analysis percent 99.994data set is equal to 15and 

decision tree algorithm on the UNSW-NB. Also, the amount of RMSE error 99.177 data set is 

equal to 2018 and on the CiCIDS and on the 0.0076 data set is equal to a small value of 

15obtained on the UNSW-NB 0.0076 data set equal to 2018CiCIDS This research focuses on 

studying and improving robot network detection systems to enhance their identification 

efficiency. The proposed methodology uses a hybrid approach combining Independent 

Component Analysis (ICA) and Decision Tree (DT) algorithms, and compares its performance to 

an independent decision tree model. 
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1. Introduction  

On the serious growth of problems caused by social botnets. Bushmoff et al.[1] observed 

that defending against malicious bots raises a set of unique challenges related to the web, 

including online and offline authentication automation and security. They concluded that a 

successful penetration campaign has three critical security issues: 

First, the target structure of online social networks can be dangerous and contaminated with a 

large number of unreal connections. 

Second, an intruder can destroy users' privacy by collecting large amounts of private data. 

Third, Finally, the enemy can use the infiltrated OSNs of Orbit Showtime Network to 

spread false information. Researchers have proposed several constructive approaches to analyze 

and identify social botnets, as well as to deal with these challenges, which can be divided into 

two categories by the location of detection: Host- based detection method: This method tries to 

identify malware on the host computer. In this method, the internal state of the resources and the 

behavior of the host are checked and monitored. The pattern of commands in the binary code is a 

set of system.  

Although they may exist in bot binary code, they can also be used as malware signatures. 

Botnets are one of the biggest Internet threats of our time and their importance is increasing day 

by day. New design features, attack methods and targets will likely make the next generation of 

botnets equally dangerous and more difficult to counter. By carrying out this project, we are 

trying to identify botnets, penetration methods and provide a suitable solution to deal with this 

malware. 

Botnet has a strong negative effect on many computers and through commands and 

controls, it creates a wide network of infected devices, the purpose of which is to spread 

malicious codes, launch DDoS attacks, send spam, phishing, and add spyware. The big problem 

with botnet happens when it attacks the target. Botnet is even capable of threatening national 

security and causes panic disorder and excessive use of network resources. Therefore, the 

government should spend a lot of money to prevent and treat botnet attack. Botnet attack is 

carried out using thousands and even millions of computers, so the impact of the attack is very 

high. Several authors have cited botnet spamming as a major concern due to the widespread 

distribution of spam that consumes many resources on the network. 

2. Related Work  

The Internet of Things is an information technology based on the Internet that facilitates 

the exchange of goods and services. The purpose of IOT is to provide an information technology 

infrastructure and facilitate the exchange of things in a safe and reliable way, its function to 

overcome the gap between objects in the physical world and their representation in information 

systems. IOT in common words means connecting physical objects and humans by sensors and 

using the collected information to monitor, detect or predict physical situations and events. In the 

IOT environment, physical and virtual environments "have identity and characteristics and can 

use intelligent interfaces as an information network [2]. Basically, IOT can be considered as a 

wonderful set of connecting devices that are connected by technology. Identify the existing 

unique communications. The word "Internet" and "things" mean a global network connected 
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around the world based on sensitivity communication, network and information processing 

technology, which may be the new version of information and communication technology. The 

term connected devices is named when the provision of technology (RFID) to track items in a 

supply chain is known as the communication system where the Internet is and through the 

widespread use of devices to the physical world is connected [3]. The main goal of the Internet 

of Things is to integrate heterogeneous devices. 

3.Necessity of Research 

The purpose of this research is to use the combination of independent component analysis 

and decision tree algorithm to identify botnets in Internet of Things devices. The presented 

method is new[4]. 

4.The Research Questions 

1. Is it possible to identify botnets in Internet of Things devices by using the combination of 

independent component analysis and decision tree algorithm? 

2. Is this method more effective than similar methods? 

3. Proposed Methodology 

Based on the above flowchart, the steps to achieve the goals by implementing the 

proposed method are as follows: 

Part I: Preprocessing 

If the values of the features of the data set are in a different range, the possibility of errors 

in the findings increases. Placing the data of a statistical population in the same domain is called 

normalization. In the proposed model, the method of normalization is to use the following 

relationship. The standard form is to put all the data between d1 and d2 using the following 

formula:(3-1) According to the data, d1=0 and d2=+1. In other words, using this relationship, all 

the data are placed in the [0,1] range. In a data set, there is a possibility of missing values for 

records. The data in a dataset must be complete without missing values or incomplete data when 

it enters the algorithm. Also, cases where possibly wrong values have been assigned to the 

attributes of a record should be corrected and if not corrected, removed from the data set. 

Unfortunately, there are missing values in the DDoS attacks dataset. In this study, the maximum 

possible value was used for the missing values [5]. In the maximum possible value method, 

among the acceptable values for a particular feature, its maximum value is selected for 

replacement. 

 part 2: feature selection  

After the stage of reading the data set of botnet attacks in the Internet of Things and the 

pre-processing operation on the data, the feature selection operation is performed. In this 

algorithm, N is the number of parameters and D is the number of decision variables or 

dimensions of the optimization problem. Therefore, feature selection is simulated by an N*D 

matrix. Each row corresponds to a possible solution of the optimization problem. In the proposed 

model, N is the number of data set records and D is the number of features and is defined 

according to equation (3-2). In the proposed model, the working method for the botnet dataset is 
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such that the proposed algorithm consists of 40 features. Each iteration is defined by the 22 

available in the database. 

 𝑃𝑜𝑝𝑢𝑙𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝐺𝑊𝑂 =𝑥11 𝑥12       𝑥22 𝑥22 ⋮ ⋮ 𝑥𝑛1 𝑥𝑛2 ⋯ 𝑥1d … 𝑥2d ⋮ 
… 𝑥𝑛𝑑          (3-2) 

In the set 𝒙𝒊 = 𝒙𝒊𝟏,𝒙𝒊𝟐, … ,𝒙𝒊𝒅 ,𝒊 = 𝟏,𝟐, …. ,𝒏 Each x_i represents a possible solution 

in the solution space Is. The evaluation of each answer is calculated based on the objective 

function according to equation (3-3). 

𝑓𝑖𝑡𝑖 = 1 −  𝑂𝑏𝑗𝑖−𝑤𝑜𝑟𝑠𝑡(𝑂𝑏𝑗)  

𝑏𝑒𝑠𝑡 𝑂𝑏𝑗 −𝑤𝑜𝑟𝑠𝑡(𝑂𝑏𝑗)                 (3-3) 

 In equation (3-3), fit is the fitness of the solution. The Obj _i parameter is the value of the 

objective function for the answer. To convert numbers to binary. 

The Proposed Method 

 part 3: classification 

For classification, first, it is necessary to divide the data set into two parts: training (80% 

of samples) and testing (20% of samples). The data of the training section produces the 

evaluation model, and the data of the test section tests the produced model with the help of a 

number of records and determines the corresponding label of the said records and determines 

their class. In the decision tree algorithm, according to the data, they start creating a tree 

structure that works like the IF and ELSE rules and finally reach the labels learned from the 

training data. In fact, the learning operation in the decision tree is the construction of elements 

and leaves of a tree. In this research, the ID3 decision tree method is used to classify the trained 

features Simulation and Results. 

The botnet detection system is implemented and the results of independent component 

analysis   algorithm and decision tree algorithm in two modes of using deep neural networks and 

shallow neural networks approaches on two   UNSW-NB15 botnet detection datasets are 

discussed. and CICIDS2018 based on   evaluation criteria. In order to evaluate each of these 

approaches, evaluation criteria are used. 

It should be noted that all the results of program coding have been done in Python 

software and in a system with   Core i5 processor power and 8 gigs of RAM. In this project, in 

order to achieve detection and improve the detection of botnet attacks in the intrusion detection 

system using the proposed method, first the data set related to different attacks should be 

identified and collected. Therefore, in order to implement the method, we have used two data 

sets UNSW-NB15 and CICIDS2018. The UNSW-NB15 dataset was developed in a hybrid 

environment by the Cyber Security Research Group at the Australian Cyber Security Center 

(ACCS) in 2015. The UNSW- NB15 network traffic  
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Contains real modern natural hybrid non-conventional network traffic. The network 

traffic records of the UNSW-NB15 dataset contain 40 adaptive features and one tagged feature. 

There are ten types of network traffic records. Attack logs are grouped into nine families 

according to the nature of the attacks, Recon Nais  sane, Backdoors, DOS, Exploits. 

On the other hand, the CICIDS2018 dataset was created in 2018 by the Cyber Security 

Institute (CIC) of Canada, which contains updated attack records [6]. Attacks implemented in 

this database include Brute Force, DoS, Botnet, DDoS, Port Scan, Web Attack, Infiltration. The 

dataset extracts 78 features from the simulated network traffic, the last column being the traffic 

label. Before presenting the results, it is necessary to mention that due to the high volume of each 

of the aforementioned data sets, which in the original version contained more than 1 million data 

series, and considering that the processing of this volume of data requires a supercomputer. In 

this research, in both shallow learning and deep learning processing modes, we used only a part 

of this data that was randomly taken from the whole data. Based on this, we have used 257,673 

records for the UNSW-NB15 dataset and 57,513 records for the CiCIDS2018 dataset in order to 

analyses and evaluate the results. 

Based on this, in the following sections, the results obtained from the application of the 

neural network algorithm with the shallow learning approach and with the deep network 

approach are presented on both databases. Independent component analysis (ICA) is a 

sophisticated computational technique used in signal processing and machine learning to 

separate a multivariable signal into statistically independent, associative subcomponents, 

focusing on maximizing variance, while ICA aims to achieve statistical independence [7]. This 

paper explores the underlying theory, mathematical framework, and diverse applications. 

Simulation and Results. 

Tables 1 and 2 present the results of the decision tree approach on UNSW-NB15 and 

CiCIDS2018 datasets respectively. 

Table 1: Evaluation result of decision tree method on UNSW-NB15 dataset 

Value Evaluation criteria 

50796 TP 

734 TN 

6 FP 

0 FN 

99.988 Precision 

1 Sensitivity 

99.988 Accuracy 

68.6419 Specification 

0.99994 F1_Score 

Table 2: Evaluation result of decision tree method on CiCIDS2018 dataset. 

value Evaluation criteria 

4665 TP 

502 TN 

80 FP 

8 FN 
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98.314 Precision 

0.99829 Sensitivity 

98.325 Accuracy 

8.0155 Specification 

0.99066 F1_Score 

�. ���� × ��−� MSE 

0.0147 R M S E 

4. Simulation and Results 

Based on the results obtained in the above two tables, it is clear that the accuracy 

obtained for detecting Ethernet attacks according to the decision tree approach in the UNSW-

NB15 dataset is 99.988%. Also, the obtained RMSE error is equal to a small value of 0.0108. 

Also, according to the application of the shallow neural network method on the 

CiCIDS2018 data set, it was found that the performance of this method in botnet detection has an 

accuracy of 98.325% and the RMSE error is equal to 0.0147. The reason that the CiCIDS2018 

dataset has less accuracy than the UNSW-NB15 dataset can be seen in two reasons: the number 

of data is much lower and the number of features is much higher. 

Now, in order to more accurately evaluate the integrated methods of independent 

component analysis and decision tree algorithm and decision tree on CiCIDS2018 and UNSW-

NB15 datasets, we use the bar chart of Figure (3) to compare the accuracy 

 

Figure 3: Comparing the RMSE of the methods used on both databases 
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Figure 4: Comparing the impact of the number of features on the accuracy of detecting 

cyber attacks 

 

As can be seen in Figures (3 & 4) using the integrated approach of independent component 

Analysis and decision tree algorithm has performed better than the decision tree 

algorithm method.  Because he can learn all the tasks at the same time and determine how to 

change the  

Characteristics on them in a more acceptable way [8]. Since the difference between both 

databases was in the number of their features, the accuracy of detection was completely different 

for these two. In other words, since the UNSW-NB15 dataset contains 40 features and the 
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CiCIDS2018 dataset has 78 features, the accuracy of the proposed method on the UNSW-NB15 

database is higher [9]. Based on this, Table 5-4 examines the change in the number of features on 

the accuracy of each of the two databases.  

5. Conclusion 

In this research, botnet detection systems were investigated and methods of optimizing 

and increasing their efficiency in order to detect botnets were discussed. The chosen method for 

this work is the combination of independent component analysis and decision tree algorithm and 

single decision tree method, which we discussed with the classification of the data used i.e. 

UNSW-NB15 and CiCIDS2018. Since the UNSW-NB15 dataset contains 40 features and the 

CiCIDS2018 dataset has 78 features, we investigated the use of the two approaches in terms of 

accuracy, correctness and error criteria.  Based on this, the results obtained in this research can 

be stated as follows: 

The accuracy obtained for botnet detection according to the decision tree approach on the 

UNSW- NB15 data set is equal to 99.988 percent and on the CiCIDS2018 data set is equal to 

98.325. Also, the RMSE error obtained on the UNSW-NB15 data set is equal to a small valu21e 

of .0108 and on the CiCIDS201 data set is equal to 0.0147. 

The accuracy obtained for botnet detection according to the approach of combining 

independent component analysis and decision tree algorithm on the UNSW-NB15 data set is 

equal to 99.994 percent and on the CiCIDS2018 data set is equal to 99.177. Also, the amount of 

RMSE error obtained on the UNSW-NB15 data set is equal to a small value of 0.0076 and on the 

CiCIDS2018 data set it is equal to 0.0076. 

Finally, the comparison results with the CFA method show that the method of combining 

independent component analysis and the decision tree algorithm has improved by about 4% 

compared to CFA. In general, the selection of the combination algorithm of independent 

component analysis and the decision tree algorithm is in the selection of features and their better 

classification in line with botnet detection. 

6. Future Work 

In order to continue this research, the following can be followed: 

1. Using the integrated algorithm of decision tree and gray wolf in order to determine the 

desired features and compare with the obtained results. 

2. Botnet detection based on data mining on NIST data 
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عن شبكات الروبوتات استخدام مزيج من تحليل المكونات المستقلة وخوارزمية شجرة القرار للكشف 
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 الخلاصة

                                 نت هي شبكة مهزعة جغخافي ا من بهت                                                                          ي عج  مفههما بهت نت وبهت نت مفههمين شائعين في أدبيات الأمن الديبخاني. بهت   
                                   لحكي، والتي ت ختخق ببهت نت(، والتي مثل التمفديهن ا (IoT) مرابة )مثل أي جهاز حاسهبي، بسا في ذلك أجهدة إنتخنت الأشياء نات

 سهعة واسعة من الأنذطة الديبخانية                                                                                       يتحكم بها بهت عن ب عج. يتم التحكم في الجهاز الخئيدي. ت دتخجم هحه بهت نت عادة  لتشفيح مج
مجيات الخبيثة( وتهزيع ونذخ البخامج الزارة )البخ  (DDoS)                                                                     الخبيثة، بجء ا من إرسال البخيج العذهائي وشن هجسات حجب الخجمة السهزعة

السهاد غيخ القانهنية )مثل مهاد إساءة معاممة الأطفال(. في هحا البحث، تم التحقيق في أنظسة الكذف عن بهت نت وطخق تحدين كفاءتها 
طخيقة شجخة القخار لتحجيجها. الطخيقة السختارة لهحا العسل هي الجسع بين تحميل السكهنات السدتقمة وخهارزمية شجخة القخار، بالإضافة إلى 

 . من 51عمى  04، وتحتهي مجسهعة البيانات UNSW-NB ، والتي ناقذشاها مع ترشيف البيانات السدتخجمة، أي ميدات51السفخدة 
UNSW  

من حيث  CiCIDS 6454مجسهعة بيانات تحتهي عمى  34، بحثشا في استخجام الشهجين في CiCIDSو NB2018 تميدا
                                                                                                     الخطأ. كانت الجقة التي تم الحرهل عميها لمكذف عن شبكات الخوبهتات، وفق ا لشهج الجسع بين تحميل السكهنات الجقة والرحة ومعاييخ 

 RMSE كحلك، فإن مقجار خطأ .UNSW-NB % وخهارزمية شجخة القخار عمى51% من مجسهعة البيانات، تداوي 55.550السدتقمة، 
تم الحرهل عميها  51يداوي قيسة صغيخة قجرها  4.4432، وفي مجسهعة بيانات 6454 يداوي  CiCIDS بياناتفي مجسهعة  99.177

ا هجيش ا يجسع بين خهارزميات  .6454CiCIDSوهي تداوي  UNSW-NB 0.0076 في مجسهعة بيانات                                                          تدتخجم السشهجية السقتخحة نهج 
 بشسهذج شجخة القخار السدتقل. وتقارن أدائها (DT( وخهارزميات شجخة القخار )ICAتحميل السكهنات السدتقمة )

  .تعمم الآلة ،كذف التدمل  ،سيبخانية ،: شبكة بهت نتةلاجالكمسات ال
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