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Abstract

Data is the main asset of the modern companies and their businesses. Typically, it is stored in
the data-base. Every database system has to be capable of responding to information requests from
users, which is queries of the process. Encryption mechanisms are required, which give the capability
to the query over the encrypted data-base and permit the optimization of data encryption and
decryption. However, applying encryption algorithms on Encrypted database then challenge arises that
the efficiency of the system degrades on deploying encryption algorithm on the runtime. Therefore, this
paper presents most of the recent works that have been conducted on the query preprocessing of
encrypted database and analyzes them to clarify the performance analysis, based on different
performance metrics in each related work.
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1. Introduction

Data can be considered as the main element, as the whole organization is
dependent on it. This dependency is of high intensity that the organization’s
objectives success or failure are dependent on the data quantity and quality. As a
result, organizations cannot afford losing important data which is available in an
institute and its businesses. A big data amount is stored in a repository which is the
data-base [1] [2]. Database is a set of correlated data, which may be logged and
include implicit meanings. Data is categorized as insensitive or sensitive. The latter is
secured in the data-base with the use of encryption schemes. Data which is stored in
data-bases is structured and generally stored as relational tables as the majority of
establishments utilize relational databases [3]. It is helpful in organizing data for more
sufficient performance and more timely retrieval via the maintenance of the locations.
It can be helpful in the preservation of transaction logs that help in data recovery.
Database management systems perform the concurrency control function. Database
management systems can as well perform the operations of database recovery of data.
Due to the fact that data which is stored in the data-bases could be critical, there is an
importance in securing it. A data-base may be under attack in a variety of ways. It is
possible to attack data which is stored in the data-bases due to the fact that the data-
bases are interfaced with some applications and via the hampering of applications;
there is a possibility in attacking the databases. The algorithms of encryption may be
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categorized into symmetric encryption and asymmetric encryption. In the symmetric
algorithms of encryption, single or shared key is utilized for providing confidentiality
for the data-base; whereas in the asymmetric algorithms of encryption two keys are
utilized for providing security, one public and one private [4].

Cryptography is widely utilized for supporting the security of databases as the method
of encryption offers a sufficient approach for securely storing confidential data. None-
the-less, as the cases of addressing information security, the performance is
influenced directly. The costs of data encryption and decryption which is inserted or
obtained from the data-base increases the regular costs of data storage and retrieval of
from the unencrypted data-base [5],[6].

This paper presents numerous encryption techniques that have been recently proposed
for query data efficiently.

2. Encrypted Database

For the sake of securing a data-base, encryption is necessary for encrypting
sensitive data, and as well for the authentication of users and data integrity too. There
are techniques of cryptographic algorithm which were considering the structure and
cons points in database and its utilized easily in query processing as follows [7,8] :

e Privacy homomorphic encryption permits to perform calculations on
ciphertext and get an output which matches the calculations which are carried
out on the plaintext. Instances of this type of approaches which allow
executing queries of aggregation on enciphered data are found in both [9] and
[10], none-the-less, each one of those two solutions has been discovered to
include security gaps.

e Order Preserving Encryptions: [11] presents an order preserving encryption
scheme. Which offers the creation of indices on the ciphertext and for direct
comparison on the encrypted data. Which is why, equality, range queries in
addition to COUNT, MAX, and MIN queries may be directly carried out on
the encrypted data. In addition to that, updating values does not break the
model. None-the-less this model showed to be insecure as well.

e Fast Comparison Encryption: This model provides fast comparisons
between the encrypted data. The processes of encryption and decryption are
performed byte-by-byte beginning with the most significant byte, therefore
decryption of the two values compared can be implemented with “early
stopping”. That is, the decryption will stop when a difference between the two
values has been found in [12].

3. Previous Works in Query Processing on Encrypted Database

The criteria regarded for the encryption of the data-bases for the sake of
protecting them from attacks have been proposed by many researchers. In [13, 14]
developed an approach which explicitly manages encrypted data with no need to
decrypt it, where data are enciphered with the use of algorithms that are based on the
homomorphism of the privacy. Song [15] has presented an innovative scheme of
encryption which allowed to search encrypted data with no need for the decryption.
None-the-less, the scheme of encryption which has been utilized in their method
hasn’t adjusted for the data-base. Hankan [16] has suggested a method to execute
SQL over encrypted data in the model of data-base service provider. None-the-less,
the way is only valid for numerical data, and is impractical for character data. One
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more limitation of this approach is that it’ll result in many false joining records in the
case of the querying over the multi-tables that results in considerably increasing in
record decryption costs, as a result, this approach considerably reduces the efficiency
of the performance. Zheng-Fei et al. [17], have suggested a function for supporting
fuzzy query over encrypted character data. This method performs the conversion of
every 2 adjacent characters in a sequence and the conversion of original string a direct
way to another string of characters via the hash function. This approach is not capable
of dealing with some characters and could be performing poorly for long strings of
characters.

Alhanjouri and Al Derawi [18] have suggested using Hash Maps for the
improvement of encrypted data-bases performance. They have claimed to have
devised an approach of enhancing the speed of response for the queries on the
encrypted data-bases. The suggested approach is involved with the construction of an
extra layer above the database management system, which is made up of a query
processor, meta-data, an encryption/decryption function, and a hash map. The authors
didn’t discuss the method that they have suggested for the protection of the actual
layer that raises questions about the effectiveness of the presented approach in the
preservation of data confidentiality in the first place. The Reverse Encryption
Algorithm (REA) is an important enhancement over encrypted data-bases has been
suggested by Mousa et al. [19]. The results of this algorithm might decrease the
encryption/decryption operations cost time and enhance performance, however, data-
base encryption isn’t optimally reliable and requires some additional security via the
encryption of data with some other algorithm, for tightening security with no
degradation in the performance.

Sharma et al. [20] have provided the users with the ability of directly querying
over the encrypted column with no need for the decryption of every record. It
enhances system efficiency. The method that they have proposed suggests 2 tables for
one main table for the introduction of security in the data-base. The first one of the
tables is referred to as the Encrypted_Data_Table that includes the data itself and the
second table is referred to as the Query_Search_Table which contains only data on
which search query operates. In the case where an authorized user decides to search
some of the records from Encrypted Data_Table and condition of the search is on
encrypted column, which is why, the search is going to be carried out on
Query_Search_Table. Arasu et al. [21] proposed a data encryption system in which
the sensitive columns are encrypted prior to storing them for addressing the security
of data.

AL-Saraireh J. [22] presented “An Efficient Approach for Query Processing
Over Encrypted Database”. Which is an innovative method that has been proposed in
this study for improving query efficiency over the encrypted data-base. It has been
modeled on the basis of the use of a hash map function for the generation of a distinct
hash value for each sensitive data. In this method, there isn’t any correlation between
hashed and encrypted values. This approach may decrease encryption and decryption
operations cost and enhance the performance of the cost. Awais Ahmad [23] has
suggested an approach of parallel query execution with the use of multi-threading
approach up to 6 threads with tests up to 1 million encrypted records. It has utilized
AES with 256-bit blocking length.
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4. Performance Metrics of Pervious Works

The aim of this study is to evaluate query processing on encrypted databases for
the sake of understanding main issues or problems which may overcome in future
works, the performance metrics considered in this paper are:

1.

2.
3.
4

7.

8.

Dose query process implies decrypt encrypted database partially?

Dose query process implies decrypt encrypted part of the record?

Are Metadata used in addition to the query?

Are the measures of performance of query processing is computed according
to the execution time of the query?

Does the problem of Query processing works on heterogeneous sources of
data?

Do the time of encryption and decryption results have shown that the
suggested algorithm of encryption accomplished sufficient performance in
comparison with other algorithms of encryption?

Does the encryption and decryption of database depend on lightweight
procedure?

Does the query process running on remote database?

As previous study, Many researchers work on encrypted of database based on query
techniques, Table (1) demonstrates wether the above previous works achieve
performance metrics or not.

Table (1) : Performance Metrics of Pervious Works

Id Research Title Performance Metrics
1] 2 3 4 5 6 7 8
1 | On Data Banks and Privacy x | x X X v X x X
Homomorphisms [13]
2 | Processing Encrypted Data[14] X | x x v v v x x
3 | The execution of SQL over Encrypted | x | x x x x v x v
Data in the Model of Data-base Server-
Provider [15]
4 | Storage and query over the encrypted x| x x v x v x x
character and the numerical data in the
data-base [16]
5 | An Innovative approach of query over | v | x v v v v v x
encrypted data in the data-base with the
use of the hash map [17]
6 | The performance of query processing X | x x v x v v x
on the encrypted data-bases with the
use of REA mechanism [18]
7 | Performance of the Query Processing Vo x 4 4 x v v x
and Search over Encrypted Data with
the use of an Efficient Algorithm [19]
8 | Querying encrypted data [20] x| x v X v v x v
9 | A Sufficient Method for Query v x v v x v x X
Processing Over Encrypted Databases
[21]
10 | Parallel processing of the queries over | v | x v v x v 4 v

encrypted data in the data-base as a
service (DaaS) [22]
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The best papers of previous works according to above table whose (id=5,
1d=10), they pass six points from performance metrics.

5. Conclusion

This paper presents most of the recent works that have been conducted in query
of encrypted database and analyzes them to clarify the performance metrics in
previous works based on set of factors. Some of them, developing methods that pass
some of the performance metrics but they have set of issues in other performance
metrics. In order to satisfy balance between time and complexity in Query of
Encrypted Database, a novel proposal must be suggested to achieve high performance
in the encryption and time of Query by pass all performance metrics.
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