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ABSTRACT
Information hiding is one of multimedia security tasks need to develop and update in

Continuously. Thus, the researchers work in this field and interest in developing and improving
the information hiding techniques. In this paper, a new method for develop least significant bits
(LSB) method is introduced. The method includes a schema for hiding two bits of secret text in
each pixel (least and penultimate bits of pixel) in gray image considering motif Z, U, N, and C
patterns. The method is implemented on different standard images with size 512*512 and hide
different secret text lengths. The experimental and results show the efficiency of method that hide
two bits in each pixel compare with the traditional LSB method that hide one bit of data in each
pixel of image. The results show that the proposed method produces a good accuracy of stego
image near to the original LSB method in terms of PSNR accuracy metric.
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INTRODUCTION

Because to the fast development at the field of modernistic communications and
information technology, which made the process of data flow faster and easier [1 and 2]. So, data
transmission process is unreliable, can be tampered with, copied, alter its integrity, and allows
access to malicious attacks, authorization, and eavesdropping. Therefore, one of the most
important challenges is to prevent the confidentiality of important information [3], whether for
preservation or transmission over the network. Hiding information is one of the methods of
steganography that works to maintain the confidentiality of data [4]. As well as, it one of the
modern methods that keep something secret and find the best place to hide something away from
others and at the same time it does not affect where the thing is saved. This is called
"Steganography". The word Steganography comes of the Greek, whom literally means “hidden
writing” or “covered” and which contains broad aggregates of secret means of communication that
conceal the existence of this message [5].

Because of such fast growth for network technologies and emergence of cutting-edge
devices like cloud, fog, edge, SDN, big data, Internet of Things (1oT), deep learning, etc. Such
development has led up to increased security concerns, such as, unauthorized reproduction,
modification, deletion, etc., where is considered Internet is an open medium, in addition to the
presence of many strong multimedia processing material. Thus, protecting privacy of multimedia
data has be imperative requirement in the field of multimedia security. So, steganography is the
main approach to block multimedia data of unauthorized access, utilize and privacy violation [6].

In multimedia files, information hiding goal to include a large number of confidential data
records in them, this as audio, static and dynamic images, and video [7]. In a computer science, an
image is a set of numbers, and these numbers representing the intensity of light at different points
or pixels. These pixels shape the image raster data [8]. When Steganography is used with digital
images, image files are typically 8-bit and 24-bit-per-pixel. Therefore, digital images are more
flexible when used with steganography. There are many different ways to hide information inside
images. Messages can be inserted directly, as you shall purely encode every piece of information
in the image. Further complex coding can become done to include the message only in the "noisy"
areas of the image that shall entice less attention. in addition to, we might randomly scatter the
message all over the cover photo [9].

The most common ways to hide information in photos is the Least significant bit (LSB).
The Least significant bit (LSB) is popular and easy way, used to include information in a graphic
image file. In computing and other related fields, binary numbers are used so that the least
significant bit is especially important when it comes to transferring binary numbers. So, the least
significant bit is the bit farthest to the right and holds the lowest value in a multi-bit binary number
[9]. So, the Least significant bit (LSB) depends on changing the least significant bit (the eighth
bit) for a few or all of the bytes within the image to part of the secret message [10]. The
distinguishing feature for LSB inputs is that data can be hidden in the least and second to lowest
bits, yet the human eye will not be able to notice it [9].
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In computational biology, the search for data motifs has been adapted as a means of finding
recurring patterns through sequential time series [11]. The advantage of motifs in other patterns
matching techniques is that the style does not require a priori templates or examples of sequences.
Instead, motifs search finds the most frequent, non-trivial, and mutually exclusive K-repetition
patterns present in the data series [12].

Usually, patterned texture is observed in many everyday items where it is in the form of
periodic structures such as nets, chains, engraved metal, heated windows and other materials
important for safety. The patterned texture is composed of lattice, the basic unit of its composition,
which is found by design. And to manufacture the patterned texture is by applying the appropriate
analog rules for that network. Practically, when manufacturing and working on lattice repetition,
it causes various types of defects to appear. Traditionally, patterned texture is checked after it has
been manufactured by man, and it is refused if the number of flaws exceeds the threshold limit. In
addition, the defect detection system not only reduces employment cost but also ensures high
quality production in industrial automation and safety system [13].

Image quality definition is a property about an image that measures the degradation of a
processed image by comparing it with an ideal image. In most imaging systems, humans are the
observers and users of them, and therefore self-assessment of image quality is considered a reliable
method. As well as, in real-time applications, the use for the subjective method is limited by its
complexity and onerousness in implementing it. In recent years, objective methods have been
widely used to assess image quality. In this work, we will consider measures of image quality
PSNR (peak signal to noise ratio) is one of the most frequently used metric parameters [14]. PSNR
is a signal processing measurement who compares a given signal received or processed with its
original source signal. This comparison allows us to determine how well the processed signal
fulfills the original, which, also, allows us to identify potential noise or distortions in the signal.
Therefore, PSNR represents a direct relationship to the signal before and after the degradation
process [15].

In this paper, a new method of LSB method implementation is proposed. The method
adopts motif patterns as a schema for hiding secret text bits in last and penultimate bits of each
pixel in a cover image. The method is applied on many three standard images and different lengths
of secret text streams. The rest of paper organized as follow: Section 2 presents the related works
and literature review. Section 3 introduces the proposed method and its steps in details. Section 4
shows the experimental results when applying the method on different images and secret text
lengths compared with tradition LSB method in terms of PSNR metric. Section 5 introduces the
conclusions and future works to develop the method idea.
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Related Works

Sumathi CP et al. in [16] introduced various statistical algorithms were used in order to
change statistical elements of the digital file for statistical information hiding techniques. Spread
spectrum communication is also a common way to hide information as well, as it the hides and
retrieves messages of greater long within the digital image that preserve the original image size
and dynamic range, whilst the jamming process includes changing the signal that carries the
information and then making comparisons with the content the original mediator with later.

In [17], a difference expansion (DE) widening technique has been proposed, it is a lossless
technique to help integrate data within cover images in high-quality, high-capacity ways.
Therefore, this method relied on exploration the redundancies in digital images in order that take
advantage of the excess information in capacity increase as well reducing the distortion. Then the
difference of adjacent pixel values was calculated in order that obtain DE, and to determine the
embedding region use the Segmented Least Significant Bit (SLSB) method, the native values for
that area and payload were combined the same time. The method has been included for the native
values in order to obtain accurate image recovery and reduce image distortion. The techniques
used in that work lossless compression technique before the merging process on order that solution
the large amount for embedded data (payload and original values). PSNR technology demonstrated
best for lower payload size.

Luo H et al. [18] introduced a technique based on the mediator principle to strengthen the
impregnation ability and specific image quality. The method scans the image for the corresponding
High-link pixels, in order that obtain a histogram of difference. Given the average of the integer
number of selected blocks, a multilevel transformation of the embedding stage graph was used.
Based on the relevant method, the measured masses were grouped and distributed into four classes.
Thus, the objective for this process is maintain the computed average through the embedding
phase.

Tao J et al. [19] proposed a framework for hidden JPEG compression when it is transmitted
through a secret communication channel. First, the original version of the compressed channel was
obtained, and by using the steganography JPEG method, embedded confidential data was obtained
through the compressed image channel, and a stego image was produced after the transmission
process.

In [20], a new approach to hiding information without including (SWE) has been worked.
In the method, the secret data is mapped into the noise vector, the neural network model of the
generators are trained, and the image swatch is created based on the vector. The model extractor
has proven to be successful in extracting image information by other neurons in the network after
training.

In [21], the concept of image color channel angular shifting in data security is illustrated.
In this paper, LSB Steganography technology was used to hide confidential data in color image
with the help of red, green, and blue RGB channels. The inline message is extracted by shaping
the same angular transformation on the receiving side of the stego image.
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Methodology

This paper introduces a method for information hiding for hide text data in cover gray
image using a new form of applying LSB method. The method includes applying Z, U, N, and C
motif pattern in each consecutive four vertical group of pixels and then uses the same patterns in
next five vertical pixels for hiding data and so on. Figure (1) illustrates the block diagram of the
proposed method. Like in LSB method, the data bits are hides in images pixels; each bit is hides
in one pixel. Whereas the images we used in our experiments are gray images, each pixel consumes
one byte of cover image. As explain in Figure (2), data bits are hides in the least and penultimate
significant bits of the cover image pixels in the sequence. That mean, less information of the cover
image is missing, thus, more secure method and less distortion of it.

Cover gray
Secret text i
image
Hiding text in
v image using » Stegoimage
Convert to Binary stream /' motif pattern
binary form N of bits
4
Extract secret L
Convert to Extracted Binary ) Communication
D a— — text using -
character form stream of bits i channel
extraction steps
Extracted
secret text

Figure (1) Block diagram of proposed LSB method

The proposed method is motivated form the original LSB method just changes the location
of hiding bit in cover byte. The changes in hiding patterns increase the powerful of the method and
get more efficiency and robustness against the intriguers and attacks.
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One pixel with 8 bites

[ |

First 8

pixels

8 pixels with
8 bites

—

1
Bits used

to hide

Figure (2) First 8 pixels and method to hide secret text bits in least and penultimate bits in each

pixel using Z, U, N, and C patterns

The proposed method includes the following steps to hide text:

HowbdE

5.

Read the secret text characters.

Convert the text characters to binary form.

Scan the cover image from top to down and from left to right.

Change the least and penultimate bits of two pixels on top of each other with a secret text
bit considering Z, U, N, and C motif patterns, respectively.

Continue until hide all text bits.

The extraction steps of secret text are illustrated in Figure (2) and explained in the following steps:

1.
2.

3.
4.

Scan the stego image from top to down and from left to right.

Extract a secret text bit from the least and penultimate bits of two pixels on top of each
other considering Z, U, N, and C motif patterns, respectively.

Continue until extract all text bits.

Convert the text binary form and return to characters.

Results and Discussions

To evaluate the method presented in this paper, Peak Signal-to-Noise Ratio (PSNR) is used

between the original and stego images. PSNR is a statistical metric used to measure the accuracy
of the stego image using the Eqg. (1) [15]:

PSNR = 1Ol0g10< 2557 ) (1)

MNYiY j(yij-xij))?

Where, M and N are the images dimessions, Xij and yij are original and stego images pixels,

respectively.
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The experimental performed in this paper includes applying the proposed method on many
standard images and using many lengths of secret text. Table (1) illustrates a comparison between
original LSB method and proposed hiding method in terms of PSNR between original and stego
image using standard Lena, Baboon, and Goldhill images with 512*512 pixels and secret text
lengths 4000, 15000, and 30000 bits.

Table (1) Comparison in terms of PSNR between proposed method (hide two bits in each pixel) and
original LSB (hide one bit in each pixel) using different images and different secret text lengths

Cover Secret text 4000 bits Secret text 15000 bits Secret text 30000 bits
image Original Proposed | Original Proposed | Original Proposed
512*512 LSB / hide | method /| LSB/ hide | method /| LSB/ hide | method /
one bit in| hide two|one bit in|hide two |one bit in| hide two
each pixel | bits in each | each pixel | bits in each | each pixel | bits in each

(dB) pixel (dB) | (dB) pixel (dB) | (dB) pixel (dB)
Lena 60.04112 | 454452 | 553422 | 40.1123 | 45.7888 | 32.4412
Baboon | 61.5466 | 46.6673 | 56.2221 | 415655 | 459811 | 33.1169
Goldhill | 59.8092 | 44.7764 | 54.6677 | 39.9666 | 44.5267 | 33.7743

As illustrated in table (1), the secret text is hide in a part of the cover image and the accuracy of
resulted stego image is mostly good and near to the accuracy of stego image resulted from the
original LSB method.

Conclusions

This paper presents a new implementation of LSB hiding method using motif patterns.
These types of patterns are diverse and strange and therefore it increases the accuracy and strength
of the method against the attackers and intriguers when send and receive the image in
communication media. The method is applied on different standard images with to hide different
lengths of secret text comparing with original LSB method. The resulted accuracy shows how a
convergence of two methods although the methods varies and complexity increases. The
complexity of the proposed method increases its power and sobriety against attackers. As a future
idea, there are many motif patterns can used to diverse the method and make it more difficult.
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