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Abstract

Background:
Despite significant developments in communications and technology, data protection has established itself

as one of the biggest concerns. The data must be encrypted in order to link securely, quickly through web-
based technological data transmission. Transforming plain text into ciphered text that cannot be read or
changed by malicious people is the process of encryption.

Materials and Methods:

In order to maintain the required degree of security, both the cryptanalysis and decryption operations took
a significant amount of time. However, in order to cut down on the amount of time required for the
encryption and decryption operations to be completed, several researchers implemented the cryptography
method in a parallel fashion. The research that has been done on the problem has uncovered several potential
answers. Researchers used parallelism to improve the throughput of their algorithms, which allowed them
to achieve higher performance levels on the encryption algorithm.

Results:

Recent research on parallel encryption techniques has shown that graphics processing units (GPUs) perform
better than other parallel platforms when comparing their levels of encryption performance.

Conclusion:

To carry out comparison research on the most significant parallel crypto algorithms in terms of data security
efficacy, key length, cost, and speed, among other things. This paper reviews various significant parallel
algorithms used for data encryption and decryption in all disciplines. However, other criteria must be
considered in order to show the trustworthiness of any encryption. Randomness tests are very important to
discover and are highlighted in this study.
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Information Security, Cryptography, Symmetric key encryption, Lightweight encryption, Parallel
Encryption, Randomness test.
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1. Introduction

Privacy and confidentiality, stability, and origin identification are just a few of the security
services that have become the most crucial armor for defending against a variety of attacks [1].
Data encryption solutions are often used to provide these security agencies with the tools they need
to overcome and limit such risks. Cyberattacks compromise the system's authentication (resource,
customer and machine), stability, and reliability, whereas passive assaults severely compromise
the device's confidentiality of data (DC) and anonymity. Furthermore, passive assaults are
significantly harder to identify than popular ones because of their nature. An active hacker is
capable of adding, removing, or changing data files[2]. Cryptography is a better solution for
providing the necessary protection against data intruders. One of the most basic forms of computer
safety is cryptography, which uses encryption and decryption techniques to convert data from its
original form to one that cannot be read. A variety of cryptographic technigques are being developed
to ensure secure communication. There are basically two types of cryptography: symmetric and
asymmetric [3].

In symmetric key cryptography, the encryption and decryption codes are identical, and the
cryptographic key is generated from the encryption function. It may be split into two categories,
namely, block ciphers and stream ciphers. Stream ciphers, on the other hand, encrypt one bit of
text at a time, whereas block ciphers require multiple keys, most recently 64 bits, and only encode
as a single entity. Additionally, SSL/TLS over the internet employs the AES-256 cipher [4].

The term "asymmetric key cryptography" refers to a cryptographic algorithm that requires
two unique keys, one of which is concealed and the other is public. Despite the fact that they are
not the same, they are mathematically related. While the private key is used to decode the cipher
text, the public key is used to encrypt plain text. When encoding large amounts of information, the
asymmetric enciphering procedures used in become impractical because they are approximately
1,000 times slower than symmetric encoding. Additionally, asymmetric algorithms typically
require stronger keys than symmetric enciphering steps in order to have comparable security power
to the symmetric approach. Figure 1 provides an illustration of the main encoding technique
category [5].

In order to satisfy growing demands when networked, where severely restricted software and
hardware equipment are anticipated to grow, the topic of lightweight cryptography is expanding
quickly. The creation of lightweight cryptography has greatly evolved during the last numerous
decades in the global cryptography industry. Some mechanisms (such as an ASIC, FPGA,
microcontroller, or microprocessor), a system will frequently outperform its predecessors. On a
range of hardware and software systems, lightweight cryptology should be light. The U.S. National
Security Administration (NSA) recently released Simon and Speck, two straightforward,
lightweight symmetric cryptographic variants that both perform well in both software and
hardware [6],[7].
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Figure 1 shows the many classifications that may be used in encryption algorithms.

2. Basic concept of symmetric cipher

In a symmetric-key cipher, the same key is used for both encryption and decryption. The
symmetric-key cipher encryption function is an objective function that converts the input plaintext
message to cipher text. The plaintext message is located in finite message space M, whereas the
cipher text message is located in finite cipher text message space C. The keyed encryption function
may be written as follows:

c=E, (m)ymeM,ec Ko ........... (1)

Where e represents the encryption key, m represents the input plaintext message, and ¢ represents
the output cipher text message. The key e is chosen from the available key space Ke and governs
how the function Ek converts plaintext communications to cipher text messages. Similarly, the
decryption function is an objective function that converts the input cipher text to a plaintext
message. The decryption function may be represented as follows:

m—Dyg(ch:cecC.d e Kg...........(2)

Where d represents the decryption key, c represents the input cipher text message, and m represents
the output plaintext message. The decryption function with the appropriate decryption key d is the
inverse of the encryption function with the appropriate encryption key e.

m=Du(c) = E—1(¢).Kg Kp.oov.... (3)
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Table (1): Explain some security primitives used in cryptograph

Term Explain

Key generation It is the method of creating key using procedures. To encrypt and decode
data, information, and communication, keys are employed. A tool or
software that creates keys is known as a key generator, or key gen.

Rounds It is specified by each cryptosystem and normally entails a variety of
implementation building blocks assembled to produce a function that is executed
repeatedly. The cipher text includes a variety of processing actions that
include substitution, transposition, and mixing of the input plaintext to
transform it into the final output of cipher text.

replacement-box It is a fundamental substitution-based part of symmetric cryptography.
They are frequently employed in block ciphers to ensure Shannon's
principle of surprise by masking the connection between the keys and the
encrypted data.

Permutation box | Itis a bit-shuffling process often used to transfer or process complete bytes
(p-box) over parameters in the p-box while staying with blurring. P-boxes are used
to make the relationship between the plaintext and the cipher text difficult
to understand.

The cryptographic or cipher is determined by combine these appropriate key with encryption and
decryption functions. The encryption key in a symmetric-key cipher may simply be turned into the
decryption key and vice versa. The encryption and decryption keys are usually the same, e = d,
which explains the usage of the term "symmetric key." There are various types of symmetric-key
encryption systems, such as block ciphers and stream ciphers. Block ciphers encrypt fixed-size
plaintext messages into equal-size cipher text messages. In contrast, stream ciphers encrypt
communications one bit or byte at a time. Stream ciphers often create a pseudorandom key stream
depending on the encryption key being used, which is then "XORed" with the encrypted text
message and the original text message [8]. The basic concepts of cryptography will be based on
some security primitives that are used in cryptography, as shown in Table 1.

2-1 Symmetric cipher

In the symmetrical encryption major approaches has the same architecture which is utilized for
cryptography and decoding. This key is known as a secret key. Both sides are aware of the secret
key (the sender and the receiver). AES, DES, 3DES, Blowfish, IDEA, RC4, and TEA are examples
of symmetric algorithms. Symmetric ciphers are still commonly used, particularly for data
encryption, decryption, and message integrity checks. There are two kinds of symmetric
encryption algorithms: block ciphers and stream ciphers [9], as shown in the figure 2. Symmetric
cryptography is quicker than asymmetric cryptography and has a lower computational cost than
public key cryptography since the keys used are significantly shorter. Symmetric cryptosystems
also employ password authentication to confirm the receiver's identity. Despite these benefits,
symmetric encryption has significant drawbacks, which are as follows: The degree of security is
lower than with asymmetric encryption, and key transit issues exist. The secret key must be
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provided to the receiving system before the actual message is delivered, but it is not possible to
produce digital signatures that cannot be revoked.

Encrypt Decrypt

Figure 2: Symmetric encryption

2-2 Asymmetric cipher

Asymmetric encryption methods, often known as "public key" algorithms, use two keys:
the public key, which is accessible to everyone, and the private key, which is generally a secret
known only to the owner. These two keys are used in conjunction. A person who possesses one of
these keys, however, cannot produce the other since it is mathematically impossible. Asymmetric
encryption techniques are slower and have a higher computational cost than symmetric algorithms,
but they are more secure and difficult to decrypt. Their performance, however, is quite low when
compared to symmetric algorithms. In asymmetric algorithms, each participant has a key pair. A
person's private key is just for his personal use and should not be shared with anyone else. The
encrypted communication can only be opened by the receiver with his private key. Elgamal, RSA,
ECC, Diffie-Hellman, and DSA are examples of public-key cryptography algorithms [9] , as
shown in the figure (3).
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Encrypt Decrypt

Figure 3 : Asymmetric encryption

3. Related works

In this section, we show some related works that concern some encryption methods executed
on different parallel platforms with the goal of increasing throughput. Throughput means
manipulating bytes per second to maximize efficiency, with the main goal of increasing the speed
of previous encryption methods while keeping the security level as low as possible.
Researchers in [10] introduced, utilized the dynamic resource technique for a new encryption
named "ORSCA" that only needed one round. The suggested cryptosystem was created taking the
GPU's peculiarities into consideration. This work included a key stream with one round that is
suitable for large-scale applications. Productivity results show that it can process more data than
other approaches, with a capacity of about 5 terabits per second on a Tesla A100 GPU. The
presented cryptography surpasses the strongest GPU copies of AES, Simons, and Speck, which
makes it more suitable for real-world applications. Our work in [11] presented AES, the Advanced
Encryption Standard, which is one of the most commonly used strategies for secure private key
exchange in sensing devices. The replacement lookup box list, on the other hand, is a time-
consuming procedure in AES. As a result, their research aims to increase AES's running time and
throughput by presenting a unique way of partitioning the Cryptography S-box and then
performing simultaneous multithreaded replacement of two bytes at once. Other encryption
methods utilized in sensor networks, including RC5, Blowfish, and Skipjack, have been compared
to their proposed Enhanced AES (EAES) algorithm. When compared to the original AES method,
the EAES algorithm performs better against a variety of lengths of the base processes, key lengths,
and rounding. As a result, the proposed augmented EAES algorithm enhances the WSN's network
lifetime and throughput. Another research paper [12] has proposed a SIMON-based lightweight
cryptography algorithm for use in a system powered by the IoT. The emphasis is on speed
improvement through the program, which distinguishes it from other experiments that primarily
reflect equipment configurations. Furthermore, it implies extra effort toward the fundamental
SIMON cryptology in order to accelerate encryption while maintaining a realistic balance of
security and efficiency. The proposed work was compared to the Cryptography Standards (AES)
and the basic SIMON cryptosystem schemes in terms of execution time and memory consumption.
Researchers in [13],[14] presented FPGAs are a type of reconfigurable digital circuits that can be
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used to implement various encryption algorithms, including the Advanced Encryption Standard
(AES). Pipelined AES encryption systems are designed to process multiple blocks of data in
parallel, while parallel AES encryption systems are designed to process different parts of a single
block of data in parallel. Another author in [15],[16] has focused on hardware and lightweight
cryptography, and other authors have implemented AES, SIMON, SPECK, PRESENT, LED, and
TWINE, which are six block ciphers that may be implemented both in software and hardware
utilizing the proprietary programmable microprocessor. These architectures may be directly
compared in terms of bandwidth, location, throughput-to-area (TP/A), voltage, and cost since they
are implemented on similar Xilinx Kintex-7 FPGAs. Our work in [17] is presented the parallel
long messages Encryption Scheme (PLMES) is a cryptographic technique that is used to encrypt
large data sets or long messages in parallel. The idea behind PLMES is to divide a long message
into multiple smaller blocks, encrypt each block independently in parallel, and then concatenate
the encrypted blocks to form the final encrypted message. The authors of [18],[19] proposed
Speck-R, a new Speck version. Speck has been one of the most successful lightweight
cryptography approaches. Dynamically replacing layers based on adaptive keys are added to
Speck-R. A dynamic key is used to build the S-boxes, which are then modified according to the
number of iterations. The main difference between the fixed renditions of the earlier suggestions
for a decreased Speck and the intended Speck-R is this. They used the 96-bit Speck version, CTR
mode, and 64-bit block. The main accomplishment of the study is the reduction of the Speck round
count from 26 to 7, while maintaining a high level of security. Execution times will be shortened
by lowering the number of repetitions. Another study in [20] proposed offering the blowfish
method's performance assessment in a parallel environment. The experiments are carried out on
the IMAN1 machine, and the method is constructed using the MPI standard. The experimental
findings demonstrate that as the number of processors grows, the blowfish system's run time falls
and its speed rises. For a plaintext length of 160 MB, it performs optimally with 32 processors.
Simultaneous effectiveness performs best with 2, 4, or 8 cpus, and it reaches up to 99%, 98%, and
66%, respectively, with 16, 32, 64, or 128 microprocessors. Another researcher in [2] has proposed
"ESSENCE," a lightweight stream cipher scheme based on a dynamic key approach that combines
two different pseudo-random number generators (PRNGS). The technique delivers a high level of
protection with less latency and necessary support when compared to current encryption standards
like AES. Furthermore, on the GPU, the recommended flexible key-dependent cipher method
outperforms all currently available AES implementations. With a capacity of more than 115
Gigabyte on a Tiger X Processor and far more than 372 Gigabyte on a Tiger V100 NVidia, the
indicated encryption is quite effective. Because of its high level of unpredictability (the Big
Crushing of TestU01), frequency, and key responsiveness, ESSENCE is a viable stream cipher
option.

4. Overview of the existing ciphers' randomness tests

In this section, we present some statistical randomization tests that agree or disagree with the
randomness of the encrypted output generated by some cryptographic algorithms. These random
tests are essential to the crypt's ability to withstand cryptographic analysis and attacks. Testing
cryptographic keychain randomness is a valuable and critical activity to determine the quality of
implementation. These tests may also determine whether the generated key streaming meets the
necessary randomized and consistency requirements. Randomness is the result of a probabilistic
process that generates independent, uniformly dispersed, unexpected qualities that are impossible
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to consistently repeat. Random sequences, on the other hand, might have distinct statistical
qualities that can be assessed using various statistical methods. TestUO01, Practrand, Diehard, ENT,
Die Harder, NIST STS, and others are among these tools [21]. These random tests are described
as follows:

- PractRand (Practically Random): is a written package in C that contains RNGs (pseudo-

randomly generated) and statistical measures for RNGs. Practrand is the only test suite that
supports tests with functionally limitless durations. It takes extra data to discover skew compared
to all other test scripts. As well, if cross is available, the highest expedite is usually restricted to
roughly 3x. Most development platforms come with random number generators that have major
statistical flaws, are a bit slow, and/or have inconvenient interfaces.

TestUO1 is an extensive software application that includes tools, a series of empirical tests taken
from the research literature on RNGs, and examples of PRNGs. A collection of tools for statistical
testing of homogeneous generators for random numbers is provided by TestU01, which is written
in the computer language ANSI C (RNGs). Specific tests suites for either sequences of uniform
random numbers in [0,1] or bit sequences are also available.

Gjrand refers to the creation of pseudo-random variables for use in computer games, Monte-
Carlo integration, simulations, and other applications. For such reasons, it is desirable that the
statistical characteristics be quite excellent. Gjrand, however, cannot be used as a high-security
random number generator for cryptography, the state lottery, or other similar applications. At the
moment, gjrand offers a library for C programmers that have generators for uniform integers and
normal distribution, a test suite for uniform bits, etc.

RaBiGeTe may examine a random number or word producer to determine if it has the attributes
of a real unique number. It works well on LCGs in general. It is more efficient per bit and has a
graphical user interface (GUI) for seeing the distribution of results from several samples if
required.

Dieharder is a testing suite for random number generators (rng). It is meant to evaluate generators
rather than files of potentially random numbers, since the latter represents a faulty understanding
of what it means to be random. It goes beyond just cleaning up the steadfast tests and giving the
native C code a lovely GPL source face. Both new tests created by RGB and tests from the
Statistical Test Suite (STS) created by the National Organization of Standards and Techniques
(NIST) are being used.

Diehard are programming tests that evaluate the randomization of quasi-numeric generation as
well as their readability and deformation. Their work yields a statistical p-value, which can be used
to argue against an opinion. A sequence of 256-bit digits must be provided by the PRNG under
test as an input for the tests (a secure minimum is several million integers).

NIST STS every 60 seconds, the implementation produces full-entropy bit strings and uploads
them in blocks of 512 bits. Each of these values contains a sequence number, a timestamp, a
signature, and the preceding value's hash to link the series of data together and prohibit anybody,
not even the source, from secretly changing an output package in the past. As a source of open
randomness, NIST also manages the NIST Randomness Beacon. Multiple independent, publicly
accessible sources of randomization are included in the service.

ENT presents the results of different tests performed on byte sequences saved in files. The tool is
helpful for testing compression techniques, pseudorandom number generators for use in statistical
sampling and encryption, as well as other applications where a file's information density is
important.
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5 Comparative study of parallel encryption methods

A comparison of several measures highlights both symmetric algorithms' weaknesses and
virtues. In the image below, a performance assessment takes into consideration parameters such
as battery consumption, time consumption, block size, round, key size, rounds, throughput,
security test type, structure, attack kinds, and hardware and software implementation. The method
that is suited for particular implementation contexts may be determined based on the intended
usage. Table 3 compares the security level of randomization test. Table 3, compares all of the
existing parallel encryption techniques previously mentioned in this study. The goal of the
comparison is to briefly describe all of the parallel encryption algorithms that have been evaluated
and tested in this work using secure random tests (TestU01 and Practrand), where these tests agree
or disagree on the randomness of the encrypted output in order to validate the proposal made.
Correlation, probability density functions, and many other tests are used to determine the cipher
text's unpredictability. It can ensure and maintain the required level of randomness in the ciphers
responsible for protecting various types of exchanged data from various types of attacks. In
addition, these algorithms were compared in Table 3 in terms of security level, based on some of
the security basics used in encryption, in order to improve the encryption methods used in this
research by increasing the level of security, increasing efficiency, and increasing productivity, In
addition, discussions about this subject have shown that the size of the key has an impact on the
total period of time as well as the quantity of battery that is used. The use of more complicated
cryptographic procedures and keys has the potential to extend the amount of time required for an
encryption method to accomplish its intended purpose. Yet, in order to build an encryption method
that is both quick and safe, it is necessary to strike a balance between the number of security
primitives that are needed and the amount of processing power that is available. In order to
maintain a high degree of security, some symmetric ciphers make use of several rounds.
Nevertheless, the increase in the total number of rounds will also lead to an increase in the
computing cost. The primary objective of this study is to present a cryptography that has a high
level of security while also having minimal compute needs. Also, the suggested solution will be
implemented in parallel so that its throughput may be increased. The results additionally show
that the ORSCA approach is better in terms of flexibility, encryption performance, encryption
speed, and vulnerability to assaults, making it the best choice overall. This makes the ORSCA
method the best alternative. It is the most effective approach compared to others that have been
tried.

Page | 28

ISSN: 2312-8135 | Print ISSN: 1992-0652

info@journalofbabylon.com | jub@itnet.uobabylon.edu.iq | www.journalofbabylon.com


mailto:info@journalofbabylon.com
mailto:jub@itnet.uobabylon.edu.iq
mailto:jub@itnet.uobabylon.edu.iq
https://www.journalofbabylon.com/index.php/JUB/issue/archive
https://www.journalofbabylon.com/index.php/JUB/issue/archive

JOURNAL OF UNIVERSITY OF BABYLON

véuv Coy S ey <7y <

Syt T ™

Page | 29

APRTINIE Vol.31; No.2.| 2023
For Pure and Applied Sciences (JUB. PAS)
Table(2):Comparison of security level randomize test o
38
N
X
E: Algorithm Test name failure points Defends Against Key size ;
o
; 7
I; Name Attack =
| ORSCA TestUO01, Non failued Statistical, differential, 512 bits =
2 Practrand —
E linear, brute force attacks A
ESSENCE TestUO01 Non failued Statistical, differential, 512 bits Q0
T Known blain text, brute force =
r attacks. N
¢ z
w)
[ %)
+ TDES TestUO1, Non failued Brute force, known 168, 112, 56
E Practrand
s Plaintext attacks Bits
B Blowfish TestUO1, Non failued Side channel attack 32 — 448 bits
Practrand
(.
C Towfish TestU01, Non failued Impossible differential 128, 192, 256
Practrand
attack Bits
q\é RC4 TestU01 Practrand Fluhrer Mantin, Shamir 40-256 bits
Attack
.(L” PRESENT TestUO1, Non failued Truncated differential 80, 128 bits
[ Practrand
3 Side-channel attacks.
B TEA TestUO01, Non failued Related key attack 128 bits
Practrand
TWINE TestUO01, Non failued Meet-in-the middle 80, 128 bits
Practrand
Saturation Attack
Speck-R Uniformity, Non failued Statistical, differential, 64 bits
Correlation,
Entropy tests brute force attacks
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Table(3):Comparison between parallel encryption techniques

Ref Algorithm  Structure KeySize Block Rounds Security HW& architectu  Throughput
Size Level SwW re

parallel
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[2] SSENCE  Festiel 512 bits 128 bits One High more than
Stream 115 GB/s

[14] AES SPN 128,192, 128 bits 10,12, High Both Multi Increases
256 bits 14 processors  with an
platform, increase in
Pipeline the degree of
improvement
98%

[22] RC4 FN Variable  40-2048 256 Enough Both Multi core
bits secured processors

[18,1 Speck-R SPN 96 bits 64 bits 26 High Hardware Multi core 304 psec
9] platform

y Ty Sy D T Y e 6

[23] Simon FN 128 bits 128 bits 64 Good Software Multi core  Very high
processors  0n ASCl and
FPGA

[23] TEA FN 128 bits 64 bits 64 Security Software Multi core Very high
enhanced processors
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6. Discussion of Results

Table 2 presents a comparison of the results of the parallel encryption approaches that were
described earlier in this study. Based on these findings, it is clear that the performance of these
algorithms is much improved when they are implemented on graphics processing units (GPUs), as
opposed to when they are implemented on other parallel platforms. The parallel encryption
algorithms that were evaluated and examined for this research were also put through secure random
tests. The findings of these tests are presented in Table 3, and they show that the presence of
randomness has an impact on the level of protection offered by an encryption method.

7. Conclusion

This paper provides an overview of the most important cryptographic algorithms
implemented in parallel. According to the state of the art, researchers investigate and analyze these
cryptographic algorithms with the goal of improving the performance of existing cryptographic
methods. Their results show that the techniques used can be used for real-time encryption. The
features and types of randomness tests are also presented in this work. However, this study
discusses numerous significant parallel techniques utilized in all domains of encryption and
decryption. The main goal of this paper is to conduct a comparative study between them according
to effectiveness and period, difficulty, key length, and data protection, among other things.
However, the level of security is determined by the use of some critical precautionary measures.
The presence of randomness affects the level of security in cryptography, as mentioned earlier in
this research.
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