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ABSTRACT
Background:

The Internet of Things (IoT) is expanding swiftly and producing a lot of data that needs to be securely
stored. Although cloud computing is a useful method for storing IoT data, a lot of data is exposed to
security risks and has a significant latency when it is sent from loT devices to the cloud.

Materials and Methods:

The proposed work implements an authentication phase and encryption techniques between 10T devices
and the cloud in order to address security challenges in 10T-Cloud computing systems. The client-side
Elliptic Curve Diffie-Hellman (ECDH) protocol is used by the system to generate a shared secret key that
is used to encrypt sensor data using the lightweight encryption method (SPECK). The encrypted data is
additionally authenticated using a hashing process, guaranteeing its veracity and accuracy. On the server
side, decryption processes are performed using the same encryption algorithms.

Results:

The results in the last read with data size 9198 Byte show that the system increased the Entropy value to
7.594 and the execution time will be 173 millisecond , and the Throughput is 53.16 .

Conclusion:

The obtained results of the proposed system are a good value in terms of the performance evaluation
parameters such as encryption and decryption time, throughput, and entropy, which makes this algorithm
more efficient and more secure.

Key words: Data security, Internet of things, Cloud computing, Lightweight algorithm, SPECK
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1. INTRODUCTION

The Internet of Things (lIoT) is a paradigm in which things having sensors, actuators,
and processors interact with one another in order to accomplish a useful task[1]. Technology in
the Internet of Things (IoT) is expanding quickly; by 2025, 75 billion connected devices are
projected. IoT applications for smart environments, industry, and healthcare are just a few of the
many options. These devices produce a lot of data, which conventional storage systems and
processing platforms might not be able to handle. Therefore, managing and analyzing the data
generated by loT devices requires identifying appropriate solutions that rely on vast resource
pools, such cloud computing.[2].

Cloud computing is powerful platform for delivering applications over the Internet or
a private network. Cloud is The following technology is seen as being used in data processing
and retrieval. These tools support data management and processing across a range of services
and deployment patterns. Users are given the option to lease services in a certain range when
receiving cloud services from cloud computing providers under a leased service delivery model.
Today's big data situation calls for cloud data storage, which offers customers the same level of
ease as on-premises devices. As a result, cloud computing is now being deployed centrally on a
worldwide scale and is becoming a necessary component of 10T data processing[3].

In the context of the Internet of Things Huge amounts of data being transported
through wireless networks to public cloud computing platforms, which raises a number of
security concerns. 10T devices typically use wireless channels to send data across public
networks, putting them susceptible to security problems including malicious attacks and data
theft. 10T information security is therefore a significant concern that requires cutting-edge
technologies to secure the system[4].

Encryption is the best way to safeguard information and data in many formats, such
as files, images, and papers. The use of encryption is essential. By utilizing a mathematical
technique to transform plain text into an unintelligible format, encryption can prevent illegal
access and change[5].

Due to the constrained resources of 10T devices, lightweight cryptography has been
created to lower hardware and software implementation costs. The main objective of lightweight
cryptography is to lower implementation costs for both software and hardware due to the
complexity of the computations required for conventional cryptography. It is designed for use in
rapidly expanding applications that heavily rely on hardware with limited resources[6]. several
symmetric algorithms, have been utilized to secure the data during transmission. In this work, we
will focus on SPECK lightweight encryption algorithm.

2. RELATED WORK

In [7] The authors suggested a cryptographic method for enhancing cloud computing
security based on an improved Blowfish algorithm and elliptic curves. By using elliptic curve
cryptography for the key and blowfish for data encryption, performance and security are both
improved. The security of your data is ensured by using MD5-based digital signatures, as
suggested. It is feasible to show a general improvement by comparing the performance of the

Page | 39

ISSN: 2312-8135 | Print ISSN: 1992-0652

info@journalofbabylon.com | jub@itnet.uobabylon.edu.iq | www.journalofbabylon.com


mailto:info@journalofbabylon.com
mailto:jub@itnet.uobabylon.edu.iq
mailto:jub@itnet.uobabylon.edu.iq
https://www.journalofbabylon.com/index.php/JUB/issue/archive
https://www.journalofbabylon.com/index.php/JUB/issue/archive

nnicle JOURNAL OF UNIVERSITY OF BABYLON Vol31; No.| 2022

For Pure and Applied Sciences (JUBPAY)

igddam mth v enidicantmdl)

ey ) [T (o ey 6 ey Ty

T

Y >

TToT

Ty S D T e (T

solution with that of AES, DES, 3DES, and RSA. The recommended method is typically more
efficient in terms of throughput, memory use, and runtime when compared to other alternatives.

In [8] The author suggests a brand-new encryption technique called Enhanced
Modern Symmetric Data Encryption (EMSDE) to protect data in an Internet of Things (loT)
environment that uses the cloud. To make sure that the final encrypted text is uncrackable by
malevolent users, EMSDE uses a 64-bit block and eight rounds of encryption. According to the
findings, EMSDE has a security rating of 90% compared to DES's 78% and Blowfish's 84%,
making it more secure than previous encryption methods. Furthermore, both during encryption
and decryption, the suggested methodology is quicker than currently used encryption methods.

In [9] To enhance the security performance of IoT environments against various
assaults, the authors suggested utilizing the LWC-ABE (Lightweight Cryptography-Attribute-
Based Encryption) technique. 10T servers and devices may experience a bottleneck as a result of
the method's utilization of numerous trusted authority environments to boost security. The
suggested LWC-ABE method's high expressiveness, which enables access policy modifications
and broad attribute domains, is one of its benefits. The simulation results show that the suggested
method speeds up encryption and decryption compared to traditional methods for multiple users
and various message sizes. With an encryption time of 0.000835s and a decryption time of
0.000310s, the numerical results of the proposed method demonstrate a significant increase in
the performance of encryption and decryption times. This shows that the suggested approach is
effective.

In [10] the hybrid lightweight cipher approach suggested by the authors to boost data
security in loT-based healthcare systems. To provide safe data transfer, the suggested technique
makes use of the Present and Tea encryption algorithms, ECC authentication, and key generation
technologies. The system enhances security while lowering network latency, making the most
use of channel resources, and maintaining network performance. The study indicated that
overall, the packet loss rate was decreased by 3.835 percentage points, resulting in a mean
throughput of 68.74475 kbps for the payload, a mean latency of 17.158 seconds.

In [11] The authors suggest a cryptographic strategy that combines two different
types of encryption to increase cloud security. The New Effective Light-Weight Cryptographic
Method (NELC), which uses a symmetric key technique to encrypt data with a block encryption
size of 8-16 bytes and a key size of 8-16 bytes, offers the first layer of protection. The
multiplicative homomorphic property of the RSA algorithm provides an additional level of
security for the data it stores. By fusing Network substitution-permutation (S.P.) characteristics
with elements of the Feistel structure, the N.E.L.C. algorithm creates confusion and diffusion,
increasing the difficulty of encryption. The algorithm also uses sequential processing, exclusive
or (XOR), not (Ex-NOR), and other fundamental Boolean operations. The method utilizes
mathematical operations to produce random data and confuse the receiver throughout each
cryptographic round. The proposed solution reduces the number of iterations in the algorithm to
7, with each iteration requiring 32 bits of cryptographic data to function and therefore conserving
energy. Experiments show that implementing the proposed method significantly speeds up the
encryption process while also reducing its memory size and execution time.
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3. Materials and Methods
A. Methods

Speck Algorithm which was created in 2013 by the National Security Agency (NSA)
as a family of block blades that are thin and symmetrical. The algorithm was designed to provide
secure cryptography in situations with limited resources, where standard cryptography methods
would not function effectively. The Speak and Simon method has been extensively tested and
has been proven to be secure. It is also more flexible compared to other lightweight ciphers. This
algorithm relies on basic operations like AND, OR, and XOR, which can be executed even on
devices with limited resources, making it adaptable and effective in the future[12]. The primary
objective of the Speak algorithm is to ensure safety in constrained devices. It has a strong
reputation for having quick execution times, security, and using simple operations[13].

Speck algorithm, which offers various block and key sizes to accommodate the user's
hardware resources. This is in contrast to other lightweight ciphers that operate with fixed-size
keys and blocks. The algorithm supports 10 different sizes depending on block size (2n) and key
size (mn) resulting in 20 different sizes 10 for encryption and 10 for decryption, this flexibility
allow the algorithm to be applied in both small embedded devices and sophisticated computer
systems. Additionally, the Speck scheme includes a counter that is built into the algorithm. This
improves the efficiency of the algorithm and guards against rotation and slide assaults. This
means that the Speck algorithm is not only flexible, but also provides strong security features
that make it a reliable choice for various applications[14]. The pseudo code of the SPECK
algorithm is shown in algorithm 1

Algorithm 1: pseudo code of the SPECK encryption

Input: sensor data
Output: Encrypted data
Begin:
Stepl: Generate a key.
Step 2: input data.
Step3: input values for a, .
Step 4: Split the input data block into two half : X, Y.
Step5: For each round, apply the equation of  encryption with the SPECK algorithm
R(x,y)=((S%x+y)® k, SFyA (S *x+y) ®K)
can be described the equation of encryption as the following:
Step 5.1: Apply the shifting a to X(left side) input data.
Step 5.2: Apply the Anding operation between the output of  shifting X
with Y(right side), the result of this operation can be called X1
Step 5.3: XOR the X1 bit state with the round key Ki, the result of this
operation will be X2
Step 5.4: Apply the shifting B to Y input data.
Step 5.5: Apply the XOR operation between the  output of shifting Y
with X2
Step6: The 64-bit state is the output
End
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B. System Specifications

This approach involves the use of 10T devices like Raspberry Pi equipped with temperature,
heartbeat rate, and oxygen sensors as the main data gathering points.

1. Raspberry Pi (RPi): is a fundamental building block due to its small size, affordability,
processing power, and flexibility. The RPi is a computer that can be programmed that
comes with built-in support for input/output ports and network connectivity, making it
ideal for monitoring and controlling sensing devices in the proposed system. the model
of raspberry pi used is version 3 B+ (ARD_000049).

2. Temperature Sensor: monitoring and identifying changes in body temperature. The
model of this device used is DS18B20 Waterproof Digital Thermal Probe 1m.

3. A sensor of oxygen, a Heart rate sensor (Pulse sensor module): the measurement of the
body's pulse or heart rate. The model of this device used is Pulse Ox meter (SPO2)
Sensor MAX30100.

These devices are connected to a cloud computing platform type virtual private server
(VPS) with CPU 2*2.6 GHz, RAM 4GB and Bandwidth 8TB, which acts as the central
management and storage solution for the collected data by using HTTPs protocol.

4. THE PROPOSED APPROACH

The proposed approach is built on the SPECK algorithm, which is frequently used in
encryption-related tasks. At the 10T sensor level, the SPECK approach is utilized to encrypt sensor
values before they are sent to the cloud computing level. By doing this, the data are safeguarded
and sent more securely. The flowchart for the suggested method is shown in Figure 1.

| Ewvaluation matrix |

Server Side

i Verify hash Decrypt data by | ) ECDH- key

SPECK exchange

L 2

A

_________________________________________________________________________

i Client side

Encrypt databy | =&Y v
Hashing encrypted 2 neryp! 'a S ECDH- kev
data by SHA-256 [€ SPECK - exchange

F

IoT sensor (temperature+SPC2)

Figure 1. The flowchart of the proposed system
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. System implementation steps

Read sensor data: 10T sensors strategically placed in the environment gather essential
information like oxygen saturation levels, temperature, and heart rate. A Raspberry Pi
serving as a gateway receives this data and processes it before uploading it to the cloud.
Real-time data processing and capture are made sure of in this step.

Key Exchange: Elliptic Curve Diffie-Hellman (ECDH) key exchange is used to enable
secure communication between 10T devices and the cloud. Only 10T devices and the
cloud have access to the shared secret key established by the ECDH protocol. The
security of data transmission is increased by the use of this shared secret key for
encryption and decryption.

Encryption: The sensor data is encrypted using SPECK lightweight encryption algorithm.
The algorithm is designed for 1oT environments, offering a high level of security while
minimizing computational and energy costs. Encryption ensures that even if the data is
intercepted during transmission, it remains secure and unreadable to unauthorized parties.
Digital signature: To protect the authenticity and integrity of the encrypted data, the
SHA-256 digital signature algorithm is employed. This algorithm generates a unique
signature that can only be reproduced by the original sender. It provides additional
assurance that the data has not been tampered with during transit, maintaining data
integrity.

. Transmission: After encryption and digital signature, the data is sent from the loT devices

to the cloud server using a secure protocol such as HTTPS. HTTPS ensures the privacy
and integrity of data during transit between the loT devices and the cloud server,
preventing unauthorized access or tampering.

Decryption: Upon reaching the cloud server, the encrypted data is decrypted using the

shared secret key obtained through the ECDH key exchange. This step allows authorized

parties, such as medical professionals or researchers, to access and analyze the data
securely.

Store data: Finally, the decrypted data is stored in a secure location within the cloud for
future reference and analysis. Storing data in a secure manner ensures that it remains
accessible for long-term monitoring and research purposes while maintaining its
confidentiality.

B. Evaluation Metrics

The proposed cryptosystem will be tested and evaluated using some assessment

metrics, including:

1. Throughput

The greatest amount of data that can be delivered across an internet connection from
source to destination in a specific amount of time is measured using this unit. Equation
(1) is utilized to calculate the throughput[15].

Number of send data
Throughput = ( ) (D)

Time
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2. Execution Time

It is a measure of how long it takes for a system or application to complete a specific
task. It is often used to evaluate the efficiency of a system or application. The execution

time is calculated using Equation (2) [16].

Execution time = End Time — start Time

3. Entropy

Entropy, which is used to define and measure the unpredictable nature of data, is the most
significant indicator of information randomness. Its definition states that it is the
projected average scale of information from the data following encryption. Equation (3)

is utilized to calculate the entropy [17].

m
Entropy = — z pilog,(pi)

=0

5. RESULTS AND DISCUSSION

(2

.(3)

The output of the suggested approach is based on the main network architecture

derived from the loT and cloud layers of cloud computing. The results are shown in Table (1)

and Figure (2) based on 10, 100, and 1000 sensor readings with input data sizes of 90 Byte, 918
Byte, and 9198 Byte respectively, and it has the least execution time for the smallest input data
size and number of sensor readings.

Table (1): the result of the SPECK algorithm

No. of reads | Data Size in | Encryption Throughput | Entropy
Byte Time (Byte/ ms)
(ms)
10 90 7 12.85 7.353
100 918 52 17.65 7.419
1000 9198 173 53.16 7.594

From table (1) notice that, As the data size increases, the encryption time generally
increases. For example, with 10 reads and a data size of 90 bytes, the encryption time is 7
milliseconds. However, with 1000 reads and a data size of 9198 bytes, the encryption time

increases to 173 milliseconds.
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The throughput varies with the data size. In general, as the data size increases, the
throughput tends to decrease. For instance, with 10 reads and a data size of 90 bytes, the
throughput is calculated as 12.85 bytes per millisecond. On the other hand, with 1000 reads and a
data size of 9198 bytes, the throughput decreases to 53.16 bytes per millisecond.

The entropy values generally increase as the number of reads and the size of the data
increase. For example, with 10 reads and a data size of 90 bytes, the entropy is 7.353. However,
with 1000 reads and a data size of 9198 bytes, the entropy increases to 7.594.

200

150

100 ® Encryption Time

Throughput
50 — Entropy
0 T T -

No. of 10 100 1000
reads

Figure 2: the result of the SPECK algorithm

In Table (2), a comparison is made between the proposed system and one of the
previous works. The reference number [9] pertains to the algorithm named LWC-ABE, and the
proposed algorithm is referred to as SPECK. The data size being considered is 100 bytes, and
the corresponding encryption time in milliseconds is given for each algorithm. According to the
data presented, the proposed SPECK algorithm demonstrates significantly faster encryption
times (8 ms) compared to the LWC-ABE algorithm (157 ms), making it a more efficient option
for this specific data size.

Table (2):A comparison between the proposed system and one of the previous works

Ref.no | Algorithm Data size | Encryption
Name Time(ms)
[9] LWC-ABE | 100 Byte 157
proposed SPECK 100 Byte 11
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6. CONCLUSION

Cloud computing and the Internet of Things (loT) have been merged to provide
clients with a wide range of services. Cloud computing, however, faces formidable challenges as
the number of Internet-connected smart devices increases exponentially, especially for real-time
and low-latency applications. One of the biggest problems with IoT and cloud computing is
ensuring the security and privacy of the data being transmitted and stored. The suggested
solution encrypts sensor data on the Raspberry Pi using the SPECK algorithm and the ECDH
protocol in order to produce shard keys in a safe manner without the involvement of a third
party. This helps defend against potential hacks and attacks on the sensitive data. Additionally,
the system is assessed using metrics like execution time, throughput, and entropy to make sure to
ensure that it is efficient and performs well in a real-world scenario. Overall, the proposed
system is a promising solution for improving security and privacy in loT and Cloud computing
applications. The SPECK algorithm is fast and the randomize of encrypted data is high (Entropy
value) that make this algorithm more efficient in loT-cloud environment . For further study, we
suggest hybrid lightweight cryptography algorithms for increased transmission speed and
security.
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