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Abstract

Steganography aims to hide a message or generally a file in some cover medium
with hiding the existence of the secret message. Many medium can be used as carriers
or covers, but images still the most popular due to its heavy use in the internet and
its higher amount of data that can be used to hide more secret data. In this paper, a
new approach for concealing secret text message within color image is introduced. It
depends mainly on using the three red, green and blue bands of the color cover image
as three independent grayscale images, then using different edge detector for each
one. After finding these edges, the secret text message bits are divided into three
segments, each concealed within different grayscale image by utilizing the strongest
edges first. The embedding of the secret message bits is implemented by calculating
the average value between each two adjacent edge pixels for concealing one bit
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Introduction

Steganography, cryptography and watermarking are data-hiding techniques that
eliminate the security issue occurred as the internet is heavily grown and used. When
transmitting a file between the sender and the transmitter, the third party should be
prevented from reaching or just knowing about this message or file [1]. Steganography is
the art and science of hiding the secret message within some kind of carrier files such as
text, image, audio and video. Steganography conceals the secret message so that no one
can predict the existence of that secret message [2, 3].

Between these carriers, images are preferred for transmitting the secret message
over the internet, due to its small size, its adaptable content, and its visual resilience [4].
Selection of pixels for embedding the secret message is very important to secure the
steganography technique, where using the pixels that are randomly changing is better
because changing the value of some of these pixels is difficult to be noticed by human
eyes [4]. Depending on the relationship of the pixel with its neighbors, edge detector
decides whether that pixel is an edge point or not. If the pixel’s gray level changes rapidly
than its neighbors it will be an edge, otherwise it is not [5]. Due to the sudden change
(higher or lower) in the gray level between an edge point and its neighbors, edge point is
perfect to be used for embedding the secret message [4]. Number of masks used as edge
detectors, like Sobel, Prewitt which both are 3*3 gradient edge detectors [5, 6]. Laplacian
operator that is zero crossing detector with mask coefficients sum to zero is also used as
edge detector [5]. Collection of edge points results in lines and curves that indicate the
objects boundaries of the image [5, 7].

Related Works
Following, some of the related works that are using edges to conceal the secret
message:

e Nitin Jain et. al, (2012) presented a technique by converting the grayscale image to
binary image in order to find dark (black) areas, then converting these binary images to
RGB image, and using every eight pixels of the dark places as a byte to embed one bit
from the secret message by utilizing the least significant bit for each byte [6].
e Youssef Bassil, (2012) propose a method for hiding the secret message in the three
LSBs of every pixel detected as an edge by using Canny edge detector. The proposed
method is parameterized by the size of the Gaussian filter, and both low and high
threshold values. These parameters make the method has different output for the same
cover image and secret data [7].
e Arup Kumar Pal, et.al, (2013) proposed a method that first divides the cover image
into edge and non-edge regions, then the bit of the secret message are embedded at
some LSBs of each pixel. Exactly, the proposed method uses x LSBs from the edge
region pixels and y LSBs form non-edge region pixels, where x>y [8].
e Sneha Arora et. al, (2013) proposed a method depends on finding edge point for
embedding the secret data since it is more difficult to notice the change by human eyes
in the noisy areas (edges), the method embeds the secret message in the first (blue)
component of the sorted edge pixels [9].
e Saiful Islam et. al, (2014) proposed a steganography technique that depends mainly
on the amount of data to be embed, where the more amount of data implies the use of
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weaker edges. For embedding the secret data, two least significant bits of the edge
pixels are modified to the corresponding two consecutive secret message bits [4].

e Shahzad Alam et. al, (2014) presented a steganography technique that get advantage
of finding edge points in order to increase the capacity. For imbedding, the proposed
method uses secret key based random LSB substitution [10].

e Krupali V. Deshmukh et. al, (2014) presented a steganography method for binary
images by using edge based grid, this method has main parts. First, is finding the start
location of valid contour, then tracing the contour segment and checking its
embeddability, L shape pattern is used to achieve good perceptional quality[11].

¢ S. Uma Maheswari et. al, (2015) proposed a frequency domain steganography method
and utilizing the advantage of Ridgelet transform, by representing the image with
straight edges. They used hybrid edge detector in the embedding phase to get the edges
from the cover image, the edge image is then partitioned into several blocks to operate
with straight edges. Then the Ridgelet transform is applied to each block. The more
significant edges are selected to hiding the secret data [1]

e Smitha GL et. al, (2018) presented a steganography technique that uses Sobel edge
detector on the cover image to get edges, then utilizing sharper edges for embedding the
secret message bits. The proposed method applies compression and encryption on the
secret message in order to reduce the amount of embedded data and to raise the security
[12].

The Proposed Steganography Approach

The proposed approach uses 7-bits ASCII codes for coding the secret text
message, these codes starts from “0000000” to “0111111” while the last ASCII code
11111117 is used as a sign for the end of the input secret bits stream. The coded stream
of bits is divided into three segments; each segment will be embedded separately into red,
green, or blue channel of the color cover image. Each segment of the coded bit stream is
concatenated with the special 7-bits code “1111111” in order to denote the end of each
bits segment in the extraction process. So, the color cover image is converted to three
grayscale images of red, green, and blue channels, then the edges will be collected from
each channel using different edge detector. For the red channel, Laplacian edge detector
is used and for green channel Sobel edge detector is used, while Prewitt edge detector is
used for the blue channel. For each grayscale image, sharper edge points are utilized first
for concealing the secret message bits. After concealing the secret bits, the stego color
image is obtained by combining the three stego grayscale images. Figure 1 shows the
block diagram for the proposed steganography approach.
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The benefit of splitting the cover color image to three grayscale images is to find
different edge points for each channel. So for the Stego color image, there is no clear
cut for which pixel is changed, and for each pixel also there is no clear cut for which
component (red, green or blue) are used for the concealing process. The embedding of
each secret bit is determined by examining the average value between each two
successive edge points. Following are the steps of the proposed steganography
embedding method:

- Get three gray scale images for Red, Green and Blue channels from the color cover
image.
- For each Red, Green, and Blue channel, use a different edge detector to find edge
points sets.
- For each edge set determine the more significant (sharper) edge points.
- Coded the secret text message using the ASCII codes.
- Divide the coded bits stream to three segments.
- Conceals each segment in a different gray scale image.
-For each bit:
= If the secret bit is “0”:
= |f the average between two successive edge points has no reminder: do nothing
= Else subtract or add 1 to one of these two edge points.
= [f the secret bit is “1”:
= |f the average between two successive edge points has reminder: do nothing
= Else subtract or add 1 to one of these two edge points.
- Get the color Stego image by combining the three Stego gray scale images.

As example of the embedding of a secret bit, suppose the two edge points are 150
and 156, so the average between them is 153 with no remainder. In this case if secret bit
is “0”, no process will be done, while if the secret bit is “1”, the first edge point will
become either 151 or 149, in order to make the remainder equal to 1.

At the extraction of the secret message bits, the process will be reversed as the
following steps:
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- Separate the Stego color image into three red, green and blue channels to get three
Stego grayscale images.

- Use the same edge detectors used in the embedding part to get the edge point sets for
each Stego grayscale image.

- For each Stego grayscale image, and from each two successive edge points, one secret
bit is extracted depending on the reminder of the average between them.

= [f there is no reminder, the secret bit is “0”;

= Else the secret bit is “1”.

- Combine the three extracted bit streams.

- Depending on the ASCII codes, get the secret message from the secret bits.

As example for the extraction of a secret bit from two successive edge points,
suppose the two edge points are 100 and 150, so the average between them is 125 with
no remainder. In this case, the secret bit is “0”, while if the two edge points have the
values of 100 and 101, the average between them is 100 with a reminder, so the
extracted bit is “1”.

Experimental Results

Each secret embedded bit either causes a change on the edge point or not, that
depends on the bit value “0” or “1” and depends also on the remainder of the average
value between the two edge points. Approximately, the number of pixels changed due
to the embedding process is half the total number of the embedded secret bits. Many
experiments are done with different length of the secret message with the same cover
image, and all show that result.

The proposed steganography method can embed half the number of the detected
edge points because each embedded bit needs two edge points. So, each two edge pixels
of the cover color image can conceal 3 secret bits. For concealing one secret byte, 6
edge pixels from the color cover image are needed. Image with more edges can conceal
more secret data than image of few edges. Table 1 shows the number of significant
edges for three different cover images, while Figure 2 shows these cover image
samples.

Table 1: Number of Edge Points for Different Color Cover Images

Cover image Number of Edge points
Red Channel Green Channel Blue Channel
Lena 572 1955 1027
Balloons 123 203 58
Fruits 260 1390 880
Vs

(a) Lena Cover Image

~AP) Fruits Cover Image
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Fig. (2): Samples of Color Cover Images

Peak Signal to Noise Ratio (PSNR) is a measurement used to check the quality
of the proposed steganography method by checking the similarity between both cover
and stego images.

The higher the PSNR value, the better the steganography approach. Eq. (1) is
the PSNR equation.

PSNR= 10 log, o 4%

10 e (1)

Where MAX is the highest gray level value can be found in the image, while
MSE is the Mean Square Error that is computed as shown in Eq. (2)

MSE = —— S5 S22 I( ) = K@ )I2 oo 2)

m+n

Where m and n are the height and width of both cover and stego images, 1 (i, j)
is the pixel value of the cover image and K (i, j) is the pixel value of the stego image.

The proposed method has a high PSNR value since it uses edge points with
moderate capacity of the embedding secret data. Since that not all the embedded
secret bits causes change in the cover image, the yielded PSNR is high. As a result,
when embedding secret messages with different length and for different cover images,
the PSNR is in the range 57 to 66 as shown in Table 2.

Table 2: PSNR Values for different Cover Images

Cover Images PSNR
Lena 66.30
Balloons 62.07
Fruits 57.19

Figure 3 shows a case of embedding bits stream with length equal to one
quarter of the total number of edge pixels of the cover image. Red points are edge
pixels that are used for the embedding of the secret bits.
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Fig. (3): Case Study of the Proposed Steganography Approach

525



Journal of University of Babylon, Pure and Applied Sciences, Vol.(27), No.(1): 2019

Conclusion

The proposed steganography approach has the advantage of concealing the
secret data in areas with different and frequently changing gray level values than using
each pixel of the cover image. Using the edge points will achieve this goal since the edge
pixels are either significantly higher or lower than their adjacent pixels. Using different
edge detector for each red, green and blue bands of the color cover image makes the
concealing of secret bits randomized throughout the stego image. This makes the
proposed approach more robust and secure.
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