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ABSTRACT

Environments, posing significant threats to both social and psychological security. This extremism
appears in various forms, including violence, terrorism, and extremist crimes, with detrimental impacts on
individuals, especially younger generations. Consequently, there is a pressing need to adopt evidence-based
solutions involving preventive, educational, and social interventions to address this growing phenomenon.
As extremism escalates, the role of technology and artificial intelligence (Al) in combating it has become
more crucial, positioning it as a key focus in behavioral health and social science research. In this context,
the study presents a hybrid model for detecting harmful and extremist content by analyzing URLSs on social
media platforms, utilizing Al and machine learning techniques. The research evaluated several algorithms,
including Logistic Regression, Support Vector Machines (SVM), Decision Trees, Random Forest, and K-
Nearest Neighbors (KNN). The proposed hybrid model demonstrated outstanding performance, achieving
an accuracy rate of 100% in detecting harmful content—outperforming individual models, particularly
Logistic Regression, which achieved an accuracy of 81.7%. These findings highlight the hybrid model’s
effectiveness in reducing classification errors and enhancing the detection of digital threats.

Keywords: Digital extremism, artificial intelligence, machine learning, social media, counter-extremism.
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Input : Data (Dataset) consist of most relevant features.

ML- Algo:K Nearest Neighbors’, ‘Decision Tree', '‘Random Forest', 'Logistic Regression’,
'Support Vector Classifier' and hybrid ML

Output : malicious url (M) , Normal (N)

Begin {

Step 1: Input Given: Read Dataset (Data)

Step 2: Data Pre—processing

Step 3: Features extraction

Step 4: split s—df for 80 for training ( x_sdf ) and 20 for testing(t_sdf)
Step 5: creat training ML model

Step 6: Training using (ML- Algo) (s_df,b)

Step 7: Testing model.

Step 8: Evaluation the result Step 9 Return N or M

}
End Algorithm
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Training Decision Tree...
Accuracy for Decision Tree: 1.0
Classification Report for Decision Tree:

precision recall f1-score

G benign 1.00 1.00 1.00
L malicious 1.00 1.00 1.00
accuracy 1.00

macro avg 1.00 1.00 1.00

weighted avg 1.00 1.00 1.00

Confusion Matrix for Decision Tree
[[68921 0]
[ @ 21115]]

Confusion Matrix for Decision Tree
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Confusion Matrix for Random Forest
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(RF).@W\ allad) duajledd Sl N lsym (6) oAl
Training Random Forest...
Accuracy for Random Forest: 1.0
Classification Report for Random Forest:

precision recall fl-score support

benign 1.00 1.00 1.00 68921
malicious 1.00 1.00 1.00 21115
accuracy 1.00 %6636
macro avg 1.00 1.00 1.00 90036
weighted avg 1.00 1.00 1.00 96036

confusion Matrix for Random Forest
[[68921 e]
[ @ 21115]]

(RF). duilgdad) cililad) daplgdd Chisatl) 48 (7) JS&l)
Training SVM...

Accuracy for SVM: 1.9
Classification Report for SvM:

precision recall fl-score support

benign 1.00 1.00 1.00 68921
malicious 1.00 1.00 1.00 21115
accuracy 1.00 90036
macro avg 1.00 1.00 1.00 90036
weighted avg 1.00 1.0 1.00 90036

Confusion Matrix for SVM
[[68921 0]
[ 0 211157]
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Training KNN...

Accuracy for KNN: ©.9999888933315563

Classification Report for KNN:

precision recall f1-score support

benign 1.60 1.80 1.60 68921
malicious 1.00 1.00 1.00 21115
accuracy 1.60 98036
macro avg 1.00 1.00 1.00 90036
weighted avg 1.00 1.00 1.00 90036

Confusion Matrix for KNN
[[68920 1]
[ 0 21115]]

(KNN). gl i daj lsid ciiaatll 455 (10) J<id)
Confusion Matrix for KNN

i
:
L

T

>
- & 60000
L [
4| f.. E
T 3 68920 1
n = wEEe 50000
i s
N =z
"
[‘: o 40000
o 2
_ L}
-l
')
] - 30000
D (=
=g [=4
> 2
P S - 20000
(9]
il 0 21115
=3
o
= S
e = - 10000
N )
'[~ ‘ 7‘ -0
. Normal Content Malicious Content
o Predicted Labels
>

£ .

(KNN). ¢l cudl Laj lsad dlay) dagian (11) JSi)

T

Page | 28

1992-0652

ISSN: 2312-8135 | Print ISSN

info@journalofbabylon.com | jub@itnet.uobabylon.edu.iq | www.journalofbabylon.com


mailto:info@journalofbabylon.com
mailto:jub@itnet.uobabylon.edu.iq
mailto:jub@itnet.uobabylon.edu.iq
https://www.journalofbabylon.com/index.php/JUB/issue/archive
https://www.journalofbabylon.com/index.php/JUB/issue/archive

JOURNAL OF UNIVERSITY OFBABYLON

A"Iclo Eo‘r? Dure and AppheA Sciences (JUBPH5) Vol, SS, S 1 | 2025 ‘ f : m'

Special Issue 1: The First Babylon Conference on
Countering Extremism and Terrorist Violence in Light of
Global Political Shifts

ey D T T ey S STy S D T e ey 6

T

o v o

T e

T
-

ey O

vé\\v

1y D T

T

Training Logistic Regression...
Accuracy for Logistic Regression: ©.8170065387210449
Classification Report for Logistic Regression:

precision recall fl-score  support

benign ©.88 0.88 9.88 68921
malicious 8.61 0.62 0.61 21115
accuracy 9.82 90036
macro avg 9.75 a.75 @.75 90036
weighted avg 2.82 0.82 0.82 90036

Confusion Matrix for Logistic Regression
[[68571 8358]
[ 8126 12989]]
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Training Ensemble Model...
Accuracy for Ensemble Model: 1.0
Classification Report for Ensemble Model:

precision recall fi1-score  support

benign 1.0 1.00 1.0 68921
malicious 1.00 1.00 1.00 21115
accuracy 1.60 90036
macro avg 1.00 1.00 1.60 90036
weighted avg 1.00 1.00 1.00 90036
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